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(57) ABSTRACT

Embodiments of the present invention disclose a method and
a device for detecting data reliability, which belong to the
field of computer technologies. The method includes: divid-
ing source data into multiple source data blocks; establishing
a corresponding duplicate data block for each source data
block, where the duplicate data block and the source data
block are stored in different physical memory blocks respec-
tively; establishing a corresponding reliability maintenance
data structure for the source data block; and registering the
reliability maintenance data structure with a first reliability
maintenance thread of a central processing unit, the source
data block corresponding to the reliability maintenance data
structure registered with the first reliability maintenance
thread, comparing a reliability check value of the source data
block with a reliability check value recorded in the reliability
maintenance data structure, and replacing the source data
block having the error with the duplicate data block.

10 Claims, 4 Drawing Sheets

Divide source data into multiple source data blocks ‘

102,/

Establish a corresponding duplicate data block for Each source
data block, where the duplicate data block and the source data
block are stored in different physical memory blocks respectively

103 According to each source data block, establish a corresponding
~ reliability maintenance data structure for the source data block

Reregister the reliability

data structure with a first

reliability maintenance thread of a central processing unit so that
the first reliability maintenance thread detects the source data
block corresponding to the reliability maintenance data structure
tegistered with the first reliability maintenance thread based on a
104, certain frequency, compare a reliability check value of the source
data block with a reliability check value recorded by the source
data block at the reliability maintenance data structure
corresponding to the source data block, where if different, it
indicates that an error occurs in the source data block, and replace
the source data block having the error with the duplicate data block|
corresponding to the source data block having the error
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101/ Divide source data into multiple source data blocks

l

Establish a corresponding duplicate data block for Each source
102._/ data block, where the duplicate data block and the source data
block are stored in different physical memory blocks respectively

l

103 According to each source data block, establish a corresponding
reliability maintenance data structure for the source data block

Reregister the reliability maintenance data structure with a first
reliability maintenance thread of a central processing unit so that
the first reliability maintenance thread detects the source data
block corresponding to the reliability maintenance data structure
registered with the first reliability maintenance thread based on a
104 certain frequency, compare a reliability check value of the source

data block with a reliability check value recorded by the source
data block at the reliability maintenance data structure
corresponding to the source data block, where if different, it
indicates that an error occurs in the source data block, and replace
the source data block having the error with the duplicate data block
corresponding to the source data block having the error

FIG 1
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Compare the reliability check value of the source data block with a reliability
check value recorded by the source data block in the corresponding reliability
maintenance data stricture corresponding to the source data block, where if
different, it indicates that an error occurs in the source data block, and replace
the source data block having the error with the duplicate data block
corresponding to the source data block having the error

2073

¥

Modify a memory page table, and replace a memory addreSs of the source data)
block having the error with a memory address of the duplicate data block
corresponding to the source data
block having the error

J\ 2074

v

Establish a reliability maintenance data structure for the corresponding
duplicate data block replacing the source data block having the error, and add
the reliability maintenance data structure of the duplicate data block in a
second linked list

\P 2075

v

[Determine whether the second reliability maintenance thread exists on the node|
N of the central processing unit, if exists, register the second linked list with
the second reliability maintenance thread on the node N of the central
processing unit, if not exist, establish a second reliability maintenance thread
on the node N of the central processing unit, and register the second linked list
with the second reliability maintenance thread on the node N of the central
processing unit

2076

v

Trigger the second reliability maintenance thread on the node N of the central
processing unit so that the second reliability maintenance thread detects,
According to A certain frequency, the source data block registered to the

second reliability maintenance thread

\]’\ 2077

v

Repair the source data block having the error; if the repairing is successful,
change the source data block having the error to the duplicate data, and
deregister the corresponding reliability maintenance data structure of it from
the first reliability maintenance thread of the central processing unit; and if the
repairing is not successful, delete the source data block having the error from a
memory, and reestablish a new duplicate data block according to the duplicate
data block corresponding to the source data block having the error

2078

Continue to detect the next source data block

I\f\ 2079

FIG 2B
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METHOD AND DEVICE FOR DETECTING
DATA RELIABILITY

CROSS-REFERENCE TO RELATED
APPLICATION

This application is a continuation of International Appli-
cation No. PCT/CN2011/078796, filed on Aug. 23, 2011,
which is hereby incorporated by reference in its entirety.

STATEMENT REGARDING FEDERALLY
SPONSORED RESEARCH OR DEVELOPMENT

Not applicable.

REFERENCE TO A MICROFICHE APPENDIX

Not applicable.

TECHNICAL FIELD

The present invention relates to the field of computer tech-
nologies, and in particular, to a method and a device for
detecting data reliability.

BACKGROUND

With more and more applications of computer key ser-
vices, the requirement of computer system reliability is
increasingly higher. Especially in the field with a high
requirement on data reliability such as the economy and
finance, once an error occurs in a processing program or
stored information, inestimable loss may be caused. There-
fore, it is important to improve the reliability of the program
and the stored information.

Two solutions for detecting data reliability exist in the prior
art. The first manner is storing two duplicates of a process
code segment in a physical memory, dividing the process
code segment into memory areas with a fixed size, and based
on a dividing result, starting a corresponding number of ker-
nel threads as a consistency maintenance thread to maintain
the consistency between a process code segment area and a
duplicate. If it is found that a program code segment is erro-
neous, recovering is performed. The second manner is setting
a breakpoint for the data in advance, and when it is found that
the data is erroneous, rolling back to the preset breakpoint or
reloading the data, and restarting the program.

In the implementation of the present invention, the inven-
tors find that the prior art at least has the following problems:

When the first manner is used, the possibility that an error
occurs again to a data block having an error is large, so the
reliability needs to be continuously compared twice on the
basis of byte to determine whether the data is reliable, and the
number of kernel threads maintaining the reliability is the
same as the number of the data blocks, so too many kernel
threads exist, thereby increasing the overhead of the system,
and being inconvenient for system management. When the
second manner is used, program reset wastes the system time,
increases the overhead of the system, and in some application
scenarios, the program reset is forbidden to happen because it
results in great influence on the service.

SUMMARY

To improve the efficiency of detecting data and recovering
data, embodiments of the present invention provide a method
and a device for detecting data reliability. The technical solu-
tions are as follows:
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An embodiment of the present invention provides a method
for detecting data reliability, which includes: dividing source
data into multiple source data blocks; establishing a corre-
sponding duplicate data block for each source data block,
where the duplicate data block and the source data block are
stored in different physical memory blocks respectively;
according to each source data block, establishing a corre-
sponding reliability maintenance data structure for the source
data block; and registering the reliability maintenance data
structure with a first reliability maintenance thread of a cen-
tral processing unit so that the first reliability maintenance
thread detects the source data block corresponding to the
reliability maintenance data structure registered with the first
reliability maintenance thread to obtain a reliability check
value of the source data block, comparing the reliability
check value with a reliability check value recorded by the
source data block in the reliability maintenance data structure
corresponding to the source data block, where if different, it
indicates that an error occurs in the source data block, and
replacing the source data block having the error with the
duplicate data block corresponding to the source data block
having the error.

An embodiment of the present invention provides a device
for detecting data reliability, which includes: a dividing mod-
ule configured to divide source data into multiple source data
blocks; a first establishing module configured to establish a
corresponding duplicate data block for each source data
block, where the duplicate data block and the source data
block are stored in different physical memory blocks respec-
tively; a second establishing module configured to, according
to each source data block, establish a corresponding reliabil-
ity maintenance data structure for the source data block; and
a detecting module configured to register the reliability main-
tenance data structure with a first reliability maintenance
thread of a central processing unit so that the first reliability
maintenance thread detects the source data block correspond-
ing to the reliability maintenance data structure registered
with the first reliability maintenance thread to obtain a reli-
ability check value of the source data block, compare the
reliability check value with a reliability check value recorded
by the source data block in the reliability maintenance data
structure corresponding to the source data block, where if
different, it indicates that an error occurs in the source data
block, and replace the source data block having the error with
the duplicate data block corresponding to the source data
block having the error.

Thetechnical solutions provided in the embodiments of the
present invention bring the following beneficial effects: the
corresponding duplicate data block and the corresponding
reliability maintenance data structure are established for the
source data block, a few threads at the central processing unit
are used, the reliability check value of the source data block is
compared with the reliability check value recorded by the
source data block in the reliability maintenance data structure
corresponding to the source data block, so as to determine
whether the error occurs, and the duplicate data is used for
replacement after the error occurs, thereby implementing fast
detection on the data reliability and the objective of recover-
ing erroneous data, and reducing the system overhead.

BRIEF DESCRIPTION OF THE DRAWINGS

To illustrate the technical solutions according to the
embodiments of the present invention more clearly, the
accompanying drawings for describing the embodiments are
introduced briefly in the following. Apparently, the accom-
panying drawings in the following description are some
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embodiments of the present invention, and persons skilled in
the art may derive other drawings from the accompanying
drawings without creative efforts.

FIG. 1 is a schematic flow chart of a method for detecting
data reliability provided in Embodiment 1 of the present
invention;

FIG. 2A and FIG. 2B are a schematic flow chart of a
method for detecting data reliability provided in Embodiment
2 of the present invention; and

FIG. 3 is a schematic structural diagram of a device for
detecting data reliability provided in Embodiment 3 of the
present invention.

DETAILED DESCRIPTION

In order to make the objectives, technical solutions and
advantages of the present invention clearer, the embodiments
of the present invention are described in detail in the follow-
ing with reference to the accompanying drawings.

Embodiment 1

Embodiment 1 of the present invention provides a method
for detecting data reliability, and a flow chart of it is shown in
FIG. 1, which includes:

Step 101: Divide source data into multiple source data
blocks;

Step 102: Establish a corresponding duplicate data block
for each source data block, where the duplicate data block and
the source data block are stored in different physical memory
blocks respectively;

Step 103: According to each source data block, establish a
corresponding reliability maintenance data structure for the
source data block; and

Step 104: Register the reliability maintenance data struc-
ture with a first reliability maintenance thread of a central
processing unit so that the first reliability maintenance thread
detects the source data block corresponding to the reliability
maintenance data structure registered with the first reliability
maintenance thread to obtain a reliability check value of the
source data block, compare the reliability check value with a
reliability check value recorded by the source data block in
the reliability maintenance data structure corresponding to
the source data block, where if different, it indicates that an
error occurs in the source data block, and replace the source
data block having the error with the duplicate data block
corresponding to the source data block having the error.

In the embodiment of the present invention, the corre-
sponding duplicate data block and the corresponding reliabil-
ity maintenance data structure are established for the source
data block, a few threads at the central processing unit are
used, and the reliability check value of the source data block
is compared with the reliability check value recorded by the
source data block in the reliability maintenance data structure
corresponding to the source data block, so as to determine
whether an error occurs, and the duplicate data is used for
replacement after the error occurs, thereby implementing fast
detection on the data reliability and the objective of recover-
ing erroneous data, and reducing the system overhead.

Embodiment 2

Embodiment 2 of the present invention provides a method
for detecting data reliability, and a flow chart of it is shown in
FIG. 2A and FIG. 2B, which includes:

Step 201: Divide source data into multiple source data
blocks;
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The source data requiring reliability detecting is divided
into the source data blocks with the same size. The source data
is not averagely divided based on the size, but is divided
according to an integral multiple of a page frame, so the size
of'the last divided source data block may be different from the
size of other source data blocks. A page frame is a concept in
memory management, and a circuit, which is able to auto-
matically convert a virtual memory address (e.g., a logical
address) into a physical memory address, is added in a central
processing unit (CPU), and in order to simplify this circuit, a
random access memory (RAM) is divided into blocks with
the length of 4 kilobytes (KB) or 8 KB, and this block is called
the page frame.

In the embodiment of the present invention, the source data
requiring reliability detecting may be data of great impor-
tance to the system, such as a kernel code, a program code,
and key data in running

Step 202: Establish a corresponding duplicate data block
for each source data block, where the duplicate data block and
the source data block are stored in different physical memory
blocks respectively.

The corresponding duplicate data block is established for
each source data block, which is backup dataused for replace-
ment after an error occurs in the source data block. The
duplicate data block and the source data block are separately
stored and are located in different physical memory blocks
respectively. For example, the source data block is stored in a
block of a non-uniform memory access architecture (NUMA)
memory, and the duplicate data block is stored in a block of
the NUMA memory different from that of the source data
block.

Step 203: According to each source data block, establish a
corresponding reliability maintenance data structure for the
source data block.

Specifically, each generated reliability maintenance data
structure corresponds to the corresponding source data block
of'it one by one. The reliability maintenance data structure at
least includes the following data: reliability detecting infor-
mation such as the data size of the source data block, a start
address ofthe source datablock in the memory, a start address
of'the duplicate data block in the memory, a reliability check
value, error information, and detecting time. The reliability
check value is used to determine correctness of the source
data block, and many available check algorithms exist. For
example, the reliability check value may be obtained through
a message digest algorithm 5 (MDS5) algorithm, a cyclic
redundancy check (CRC32) algorithm, or a secure hash algo-
rithm (SHA1), and the embodiment of the present invention is
not limited to this.

Step 204: Determine whether a first reliability maintenance
thread exists in the central processing unit.

Ifitexists, execute step 206; if it does not exist, execute step
205, where a first reliability maintenance thread is established
in a node M of the central processing unit.

The first reliability maintenance thread of the node M of the
central processing unit only detects the memory block corre-
sponding to the first reliability maintenance thread, and a
second reliability maintenance thread of a node N of the
central processing unit only detects the memory block corre-
sponding to second reliability maintenance thread, and the
two memory blocks are not the same memory block. There-
fore, it is assumed that the memory block storing the source
data block is the memory block corresponding to the first
reliability maintenance thread of the node M of the central
processing unit; the memory block storing the duplicate data
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block is the memory block corresponding to the second reli-
ability maintenance thread of the node N of the central pro-
cessing unit.

Step 205: Establish the first reliability maintenance thread
at the node M of the central processing unit.

Step 206: Add the reliability maintenance data structure
corresponding to the source data block in a first linked list,
and register the first linked list with the first reliability main-
tenance thread of the node M of the central processing unit.

All reliability maintenance data structures corresponding
to the source data blocks in the memory block corresponding
to the first reliability maintenance thread of the node M of the
central processing unit are added in the first linked list, and the
first reliability maintenance thread of the node M of the cen-
tral processing unit may find the source data block according
to the start address in the memory of the source data block in
the reliability maintenance data structure of the first linked
list, and detects the source data block.

Step 207: The first reliability maintenance thread on the
node M of the central processing unit detects, according to a
certain frequency, the source data block corresponding to the
reliability maintenance data structure registered to the first
reliability maintenance thread.

The specific detecting process includes:

Step 2071: Determine whether the reliability maintenance
data structure exists in the first linked list registered with the
first reliability maintenance thread, and if it does not exist,
deregister the first reliability maintenance thread.

Each reliability maintenance data structure corresponds to
one source data block, and therefore, if the reliability main-
tenance data structure exists, it indicates that the source data
block requiring detection still exists. If the reliability main-
tenance data structure exists, step 2072 is executed; and if the
reliability maintenance data structure does not exist, the first
reliability maintenance thread on the current node M of the
central processing unit is deregistered.

Step 2072: Calculate a reliability check value of the source
data block.

Check calculation is performed on the source data block
through the same check algorithm, which is used to calculate
the reliability check value when the reliability maintenance
data structure is being built, so as to generate a reliability
check code.

Step 2073: Compare the reliability check value of the
source data block with a reliability check value recorded by
the source data block in the reliability maintenance data struc-
ture corresponding to the source data block, where if differ-
ent, it indicates that an error occurs in the source data block,
and replace the source data block having the error with the
duplicate data block corresponding to the source data block
having the error.

Compare the reliability check value of the source data
block obtained after calculation with the reliability check
value, which is recorded by the source data block when the
reliability maintenance data structure is being built. If the two
reliability check values are the same, it indicates that no error
occurs in the source data block, and step 2079 is performed so
that the first reliability maintenance thread continues to detect
anext source data block; ifthe two reliability check values are
different, it indicates that an error occurs in the source data
block, and step 2074 is performed to replace the source data
block having the error.

Step 2074: Modify a memory page table, and replace a
memory address of the source data block having the error
with a memory address of the duplicate data block corre-
sponding to the source data block having the error.
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The memory page table is modified, and the memory
address of the source data block having the error is replaced
with the memory address of the duplicate data block corre-
sponding to the source data block having the error, that is, the
source data block is replaced with the duplicate data block
corresponding to the source data block having the error, and
then the duplicate data block and other source data blocks are
stored in the same memory block.

Step 2075: Establish a reliability maintenance data struc-
ture for the corresponding duplicate data block replacing the
source data block having the error, and add the reliability
maintenance data structure of the duplicate data block in a
second linked list.

At this time, the source data block having the error is
replaced with the duplicate data block corresponding to the
source data block having the error, that is, the duplicate data
block is changed to the source data block, but no reliability
maintenance data structure corresponds to the duplicate data
block, and therefore, the data structure corresponding to the
duplicate datablock is established for the duplicate data block
changed to the source data block. The content of the estab-
lished reliability maintenance data structure is the same as the
content of the reliability maintenance data structure in step
203, and the error occurring this time is recorded in a field of
the error information in a newly established reliability main-
tenance data structure, and the time when the error occurs is
recorded in the field of detecting time.

Step 2076: Determine whether the second reliability main-
tenance thread exists on the node N of the central processing
unit, if it exists, register the second linked list with the second
reliability maintenance thread of the node N of the central
processing unit, if it does not exist, establish a second reli-
ability maintenance thread on the node N of the central pro-
cessing unit, and register the second linked list with the sec-
ond reliability maintenance thread on the node N of the
central processing unit.

After the reliability maintenance data structure is estab-
lished for the corresponding duplicate data block replacing
the source data block having the error, it is determined at the
node N of the central processing unit that whether a reliability
maintenance process exists, and if it exists, the second linked
list is registered with the second reliability maintenance
thread of the node N of the central processing unit; if it does
not exist, a second reliability maintenance thread is estab-
lished on the node N of the central processing unit, and the
second linked list is registered with the second reliability
maintenance thread on the node N of the central processing
unit.

After the data is replaced, a reliability maintenance data
structure is established for each duplicate data block used to
replace the source data block, all the newly established reli-
ability maintenance data structures may be registered with the
second reliability maintenance thread on the node N of the
central processing unit, and the second reliability mainte-
nance thread on the node N of the central processing unit is
used to detect the reliability of these duplicate data blocks
replacing the source data blocks having errors.

Step 2077: Trigger the second reliability maintenance
thread on the node N of'the central processing unit, so that the
second reliability maintenance thread detects, according to a
certain frequency, the source data block registered with the
second reliability maintenance thread.

The second reliability maintenance thread registered with
the node N of the central processing unit is triggered to detect
the source data block registered with the second reliability
maintenance thread, the second reliability maintenance
thread finds the source data block according to the start
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address in the reliability maintenance data structure in the
second linked list to perform detection, and the process is the
same as the detecting process of the first reliability mainte-
nance thread on the node M of the central processing unit,
which is not described here again.

Step 2078: Repair the source data block having the error; if
the repairing is successful, change the source data block
having the error to duplicate data, and deregister the corre-
sponding reliability maintenance data structure of it from the
first reliability maintenance thread of the central processing
unit; and if the repairing is not successful, delete the source
data block having the error from the memory, and reestablish
a new duplicate data block according to the duplicate data
block corresponding to the source data block having the error.

The repairing method is as follows: if the error occurs in
one spot of the source data block, the content of the spot in the
corresponding duplicate data block thereof is duplicated to
the source data block having the error.

If the repairing is successful, the page table of the memory
is modified, and the memory address of the source data block
having the error is replaced with the memory address of the
duplicate data block corresponding to the source data block
having the error, that is, the source data block having the error
is changed to duplicate data. And the reliability maintenance
data structure corresponding to the source data block having
the error is deregistered from the first reliability maintenance
thread on the node M of the central processing unit.

If the data repairing is not successful due to some reasons,
such as a problem occurring in the hardware, the source data
block having the error is deleted from the memory, and dupli-
cation is performed according to the duplicate data block
replacing the source data block having the error to reestablish
a duplicate data block which is stored in the memory address
of the duplicate data block replacing the source data block
having the error. At this time, the replaced source data block
and the reestablished duplicate data block are located in dif-
ferent physical memory blocks. And the error being not
repaired successfully is notified to the system and is recorded
as a log, so that the user may search the cause of the error
according to the log, and maintain the software and hardware
in time to keep the system in the best state.

Step 2079: Continue to detect the next source data block.

It should be noted that, the source data blocks are classified
into several types based on the extent of the hot spot, each type
of source data block has a reliability maintenance thread for
detecting the data reliability according to a specific detecting
frequency, so that an association is established between the
detecting frequency and the extent of the hot spot of the
source data block.

In the embodiment of the present invention, the corre-
sponding duplicate data block and the corresponding reliabil-
ity maintenance data structure are established for the source
data block, a few threads at the central processing unit are
used, and the reliability check value of the source data block
is compared with the reliability check value recorded by the
source data block in the reliability maintenance data structure
corresponding to the source data block, so as to determine
whether an error occurs, and the duplicate data is used for
replacement after the error occurs, thereby implementing fast
detection on the data reliability and the objective of recover-
ing erroneous data, and reducing the system overhead.

Embodiment 3

Embodiment 3 of the present invention provides a device
30 for detecting data reliability, and a structural diagram of it
is shown in FIG. 3, which includes: a dividing module 301
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configured to divide source data into multiple source data
blocks; a first establishing module 302 configured to establish
a corresponding duplicate data block for each source data
block, where the duplicate data block and the source data
block are stored in different physical memory blocks respec-
tively; a second establishing module 303 configured to,
according to each source data block, establish a correspond-
ing reliability maintenance data structure for the source data
block; and a detecting module 304 configured to register the
reliability maintenance data structure with a first reliability
maintenance thread of a central processing unit so that the
first reliability maintenance thread detects the source data
block corresponding to the reliability maintenance data struc-
ture registered with the first reliability maintenance thread to
obtain a reliability check value of the source data block,
compare the reliability check value with a reliability check
value recorded by the source data block in the reliability
maintenance data structure corresponding to the source data
block, where if different, it indicates that an error occurs inthe
source data block, and replace the source data block having
the error with the duplicate data block corresponding to the
source data block having the error.

The detecting module includes: a determining unit 3041
configured to determine whether the first reliability mainte-
nance thread exists in the central processing unit; a first reg-
istering unit 3042 configured to, if it exists, add the reliability
maintenance data structure corresponding to the source data
block in a linked list, and register the linked list with the first
reliability maintenance thread of the central processing unit;
a second registering unit 3043 configured to, if it does not
exist, establish a first reliability maintenance thread at the
central processing unit, add the reliability maintenance data
structure corresponding to the source data block in the linked
list, and register the linked list with the first reliability main-
tenance thread of the central processing unit; and a modifying
unit 3044 configured to modify a memory page table, replace
a memory address of the source data block having the error
with the memory address of the duplicate data block corre-
sponding to the source data block having the error.

The device for detecting data reliability further includes: a
third establishing module 305 configured to establish a reli-
ability maintenance data structure for the corresponding
duplicate data block replacing the source data block having
the error, and register the reliability maintenance data struc-
ture of the duplicate data block with a second reliability
maintenance thread of the central processing unit; a repairing
module 306 configured to repair the source data block having
the error; a first execution module 307 configured to, if the
repairing is successful, change the source data block having
the error to duplicate data, and deregister the corresponding
reliability maintenance data structure of it from the first reli-
ability maintenance thread of the central processing unit; and
a second execution module 308 configured to, if the repairing
is not successful, delete the source data block having the error
from a memory, and reestablish a new duplicate data block
according to the duplicate data block corresponding to the
source data block having the error.

In the embodiment of the present invention, the corre-
sponding duplicate data block and the corresponding reliabil-
ity maintenance data structure are established for the source
data block, a few threads at the central processing unit are
used, and the reliability check value of the source data block
is compared with the reliability check value recorded by the
source data block in the reliability maintenance data structure
corresponding to the source data block, so as to determine
whether an error occurs, and the duplicate data is used for
replacement after the error occurs, thereby implementing fast
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detection on the data reliability and the objective of recover-
ing erroneous data, and reducing the system overhead.

In the embodiments of the present invention, the idea of the
method and the principle ofthe device of Embodiment 3 is the
same as the idea of the method and the principle of Embodi-
ment 1 and Embodiment 2, and therefore, the parts of
Embodiment 3 which are the same as Embodiment 1 and
Embodiment 2 are not described here again

Persons skilled in the art should understand that all or a part
of'the steps of the method according to the embodiments may
be implemented by a program instructing relevant hardware.
The program may be stored in a computer readable storage
medium. The storage medium may be, for example, a read-
only memory, a magnetic disk, or an optical disk.

The above descriptions are merely exemplary embodi-
ments of the present invention, but are not intended to limit
the present invention. Any modification, equivalent replace-
ment, or improvement made without departing from the spirit
and principle of the present invention should fall within the
protection scope of the present invention.

What is claimed is:
1. A method for detecting data reliability comprising:
dividing source data into multiple source data blocks
according to an integral multiple of a page frame;

establishing a corresponding duplicate data block for each
source data block, wherein the duplicate data block and
the source data block are required to be stored in differ-
ent physical memory blocks;

establishing a corresponding reliability maintenance data

structure for each source data block; and

registering a reliability maintenance data structure with a

first reliability maintenance thread of a central process-
ing unit such that the first reliability maintenance thread
detects the source data block corresponding to the reli-
ability maintenance data structure registered with the
first reliability maintenance thread to obtain a reliability
check value of the source data block;

comparing the reliability check value with a reliability

check value recorded by the source data block in the
reliability maintenance data structure corresponding to
the source data block;

identifying that an error occurs in the source data block

when the comparison indicates that the reliability check
value and the reliability check value recorded by the
source data block in the reliability maintenance data
structure are different; and

replacing the source data block having the error with a

duplicate data block corresponding to the source data
block having the error.

2. The method according to claim 1, wherein registering
the reliability maintenance data structure with the first reli-
ability maintenance thread of a central processing unit com-
prises:

determining whether the first reliability maintenance

thread exists in the central processing unit;

adding the reliability maintenance data structure corre-

sponding to the source data block in a linked list and
registering the linked list with the first reliability main-
tenance thread of the central processing unit when it is
determined that the first reliability maintenance thread
exists in the central processing unit; and

establishing a first reliability maintenance thread on the

central processing unit, adding the reliability mainte-
nance data structure corresponding to the source data
block in a linked list, and registering the linked list with
the first reliability maintenance thread of the central
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processing unit when it is determined that the first reli-
ability maintenance thread does not exist in the central
processing unit.

3. The method according to claim 1, wherein replacing the
source data block with the duplicate data block corresponding
to the source data block having the error comprises:

modifying a memory page table; and
replacing a memory address of the source data block hav-
ing the error with a memory address of the duplicate data
block corresponding to the source data block having the
error.
4. The method according to claim 1, wherein after replac-
ing the source data block having the error with the duplicate
data block corresponding to the source data block having the
error, the method further comprises:
establishing a reliability maintenance data structure for the
corresponding duplicate data block replacing the source
data block having the error; and
registering the reliability maintenance data structure of the
duplicate data block with a second reliability mainte-
nance thread of the central processing unit.
5. The method according to claim 1, wherein after replac-
ing the source data block having the error with the duplicate
data block corresponding to the source data block having the
error, the method further comprises:
repairing the source data block having the error;
changing the source data block having the error to dupli-
cate data and deregistering the corresponding reliability
maintenance data structure thereof from the first reliabil-
ity maintenance thread of the central processing unit
when the repairing is successful; and
deleting the source data block having the error from a
memory and reestablishing a new duplicate data block
according to the duplicate data block corresponding to
the source data block having the error when the repairing
is not successful.
6. A device for detecting data reliability comprising:
a dividing module configured to divide source data into
multiple source data blocks according to an integral
multiple of a page frame;
a first establishing module configured to establish a corre-
sponding duplicate data block for each source data
block, wherein the duplicate data block and the source
data block are required to be stored in different physical
memory blocks;
a second establishing module configured to establish a
corresponding reliability maintenance data structure for
each source data block; and
a detecting module configured to:
register a reliability maintenance data structure to a first
reliability maintenance thread of a central processing
unit such that the first reliability maintenance thread
detects the source data block corresponding to the
reliability maintenance data structure registered with
the first reliability maintenance thread to obtain a
reliability check value of the source data block;

compare the reliability check value with a reliability
check value recorded by the source data block in the
reliability maintenance data structure corresponding
to the source data block; and

identify that an error occurs in the source data block and
replace the source data block having the error with a
duplicate data block corresponding to the source data
block having the error when the comparison indicates
that reliability check value and the reliability check
value recorded by the source data block in the reli-
ability maintenance data structure are different.
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7. The device according to claim 6, wherein the detecting the source data block having the error with a memory address
module comprises: of the duplicate data block corresponding to the source data

block having the error.
9. The device according to claim 6, further comprising a
5 third establishing module configured to establish a reliability

a determining unit configured to determine whether the
first reliability maintenance thread exists in the central

processing unit; maintenance data structure for the corresponding duplicate
a first registering unit configured to add the reliability data block replacing the source data block having the error
maintenance data structure corresponding to the source and register the reliability maintenance data structure of the

data block in a linked list and register the linked list with ~ duplicate data block with a second reliability maintenance
the first reliability maintenance thread of the central thread of the c.entral processing umt. o
processing unit when it is determined that the first reli- 10. The device according to claim 6, further comprising:

ability maintenance thread exists in the central process- a repairing Ipodule configured to repair the source data
ing unit; and block having the error;

o ) ) a first execution module configured to change the source
a second registering unit configured to establish a first data block having the error to duplicate data and dereg-
reliability maintenance thread on the central processing 15 ister the corresponding reliability maintenance data

unit, add the reliability maintenance data structure cor-
responding to the source data block in a linked list, and
register the linked list with the first reliability mainte-
nance thread of the central processing unit when it is
determined that the first reliability maintenance thread
does not exist in the central processing unit.

8. The device according to claim 6, wherein the detecting
module further comprises a modifying unit configured to
modify a memory page table and replace a memory address of
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structure thereof from the first reliability maintenance
thread of the central processing unit when the repairing
is successful; and

a second execution module configured to delete the source
data block having the error from a memory and reestab-
lish a new duplicate data block according to the dupli-
cate data block corresponding to the source data block
having the error when the repairing is not successful.
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